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DETAILED ACTION 

1 . Claims 1-32 are pending in the instant Application and have been examined. 

Oath/Declaration 

2. The oath or declaration is defective. A new oath or declaration in compliance 
with 37 CFR 1 .67(a) identifying this application by application number and filing date is 
required. See MPEP §§ 602.01 and 602.02. 

3. The oath or declaration is defective because: 

a. ) The Oath/Declaration was not executed in accordance with either 37 CFR 
1 .66 or 1 .68. The signature for the first named inventor: David Spencer Pearson, is 
found in the box intended for the second named inventor: Brig Barnum Elliot. No box 
containing the address for the first named inventor is found in the Oath/Declaration 
submission. 

b. ) The Oath/declaration does not identify the mailing address of each 
inventor. A mailing address is an address at which an inventor customarily receives his 
or her mail and may be either a home or business address. The mailing address should 
include the ZIP Code designation. The mailing address may be provided in an 
application data sheet or a supplemental oath or declaration. See 37 CFR 1 .63(c) and 
37 CFR 1.76. 
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Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 1-32 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Bennett and Brassard: Quantum Cryptography: Public Key Distribution and Coin 
Tossing, International Conference on Computer Systems & Signal Processing, 
Bangalore India, 10-12 Dec. 1984, Lee, US 5,535,195, and Bass et al., US 4,649,233. 

As for claim 1 , Bennett teaches a method of transporting a random block of bits 
in a quantum cryptographic key distribution (QKD) network (page 1 , col. 2), 
comprising: sharing blocks of bits between nodes in a QKD network using quantum 
cryptographic mechanisms (page 1 , col. 2). Lee teaches the features of link metrics 
not taught by Bennett, namely determining a key transport path between a source 
node; and a destination node in the network (col. 2 lines 40-50), wherein the key 
transport path comprises one or more intermediate nodes (col. 2 lines 40-50). 
Therefore it would have been obvious to one of ordinary skill in the art at the time of 
the invention to incorporate these features into the system of Bennett. Motive to make 
this combination is found for example in Bennett, page 1 col. 1 where the desirability 
in using QKD in the distribution of random values is discussed. Bass et al. teaches the 
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remaining claim features not taught by the combination of Bennett and Lee, namely at 
each intermediate node of the one or more intermediate nodes, logically combining a 
block of secret bits shared with a previous hop along the path with a block of secret 
bits shared with a next hop along the path to produce first combined blocks of bits (col. 
6 lines 60-67); at the destination node, logically combining a block of secret bits 
shared with a previous hop along the path with a random block of bits to produce a 
second combined block of bits (col. 6 lines 55-65); receiving the first combined blocks 
of bits and the second combined block of bits at the source node; and logically 
combining, at the source node, the first combined blocks of bits and the second 
combined block of bits to determine the random block of bits (col. 6 lines 55-60). 
Therefore it would have been obvious to one of ordinary skill in the art at the time of 
the invention to incorporate the features of Bass into the system of Bennett and Lee. 
Motive to make this combination is found for example in Bennett page 1 col. 1 where 
the desirability in using QKD in the secure distribution of random values in a network 
is discussed 

As for claim 2, the combination of Bennett and Lee does not teach using the 
random block of bits to encrypt data sent between the source node and the destination 
node. However, Bass does teach this feature (col. 7 lines 1-10). Therefore it would 
have been obvious to one of ordinary skill in the art at the time of the invention to 
incorporate the features of Bass into the system of Bennett and Lee. Motive to make 
this combination is found for example in Bennett, page 1 col. 1 where the desirability 
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in using QKD in the secure distribution of random values in a network is discussed. 

As for claim 3, Bass teaches the features of this claim that the combination of 
Bennett and Lee does not teach, namely logically combining, at each intermediate 
node, the block of secret bits shared with the previous hop along the path with the 
block of secret bits shared with the next hop along the path comprises: combining the 
secret block of bits shared with the previous hop with the block of secret bits shared 
with the next hop along the path using an associative, invertible mathematical function 
(col. 6, lines 45-67). Therefore it would have been obvious to one of ordinary skill in 
the art at the time of the invention to incorporate the features of Bass into the system 
of Bennett and Lee. Motive to make this combination is found for example in Bennett, 
page 1 col. 1 where the desirability in using QKD in the secure distribution of random 
values in a network is discussed. 

As for claim 4, Bass teaches the features of the claim not taught by the 
combination of Bennett and Lee, namely logically combining, at the destination node, 
the block of secret bits shared with the previous hop along the path with the random 
block of bits further comprises: combining the secret block of bits shared with the 
previous hop along the path with the random block of bits using the mathematical 
function (col. 6 lines 45-67). Therefore it would have been obvious to one of ordinary 
skill in the art at the time of the invention to incorporate the features of Bass into the 
system of Bennett and Lee. Motive to make this combination is found for example in 
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Bennett, page 1 col. 1 where the desirability in using QKD in the secure distribution of 
random values in a network is discussed. 

As for claim 5, Bass teaches the features of the claim not taught by Bennett and 
Lee, namely logically combining the first combined blocks of bits and the second 
combined block of bits comprises: combining selected blocks of bits of the first 
combined blocks of bits and the second combined block of bits, using the 
mathematical function, to determine the random block of bits (col. 6 lines 45-67). 
Therefore it would have been obvious to one of ordinary skill in the art at the time of 
the invention to incorporate the features of Bass into the system of Bennett and Lee. 
Motive to make this combination is found for example in Bennett, page 1 col. 1 where 
the desirability in using QKD in the secure distribution of random values in a network 
is discussed. 

As for claim 6, the combination of Bennett, Lee, and Bass does not teach the 
invertible mathematical function comprising a logical exclusive OR. However Official 
Notice may be taken that such a step is one that is old and well known in the art. 
Therefore it would have been obvious to one of ordinary skill in the art at the time of 
the invention to incorporate this feature into the system of Bennett, Lee and Bass. It 
would have been desirable to do so as this would allow for rapid computation of a new 
random value. 
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As for claim 7, the combination of Bennett and Lee teaches all of the features of 
the claim found in common with claim 1 as detailed above, however Bennett and Lee 
do not teach the additional feature of determining multiple paths for end-to-end 
transport of a secret key across a QKD network; and transporting the secret key 
across each of the determined multiple paths. However, Bass does teach this feature 
in col. 6 lines 45-50 where any number of nodes (i.e., multiple paths) can be selected 
for key transport. Therefore it would have been obvious to one of ordinary skill in the 
art at the time of the invention to incorporate the features of Bass into the system of 
Bennett and Lee. Motive to make this combination is found for example in Bennett, 
page 1 col. 1 where the desirability in using QKD in the secure distribution of random 
values in a network is discussed. 

As for claims 8, 9, and 10, the combination of Bennett, Lee, and Bass does not 
explicitly teach multiple paths that comprise multiple disjoint paths or multiple paths 
that comprise multiple, partially disjoint paths. However Official Notice may be taken 
that the use of such disjoint path features in network key distribution is a step that is 
old and well known in the art. Therefore it would have been obvious to one of ordinary 
skill in the art at the time of the invention to incorporate these features into the system 
of Bennett, Lee, and Bass. It would have been desirable to do so as this would allow 
for buffering key transmission, as well as key storage at any node. 

As for claim 1 1 , Lee teaches the features of the claims not taught by Bennett and 
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Bass: namely determining link metrics associated with quantum cryptographic links of 
the network and determining multiple paths for transporting the secret keys across 
network comprises determining the multiple paths based on the determined link 
metrics (abstract, col. 4 lines 45-67). Therefore it would have been obvious to one of 
ordinary skill in the art at the time of the invention to incorporate this feature of Lee 
into the system of Bennett and Bass. It would have been desirable to do so as 
selection of link metrics in this manner would allow for decreased bandwidth 
requirements for key transport. 

As for claim 12, Bennett teaches exchanging a respective number of secret key 
bits between each node of the QKD network using the QKD techniques (page 1, col. 
2). 

As for claim 13, the combination of Bennett, Lee, and Bass does not teach 
determining the link metrics associated with the quantum cryptographic links of the 
QKD network by determining the link metrics based on the respective number of 
secret key bits exchanged between each node of the QKD network. However, Official 
Notice may be taken that such a step is old and well known in the art. Selecting an 
efficient topological configuration in a network based on link state characteristics; as 
for example the presence of key material exchanged, is old and well known in the art. 
Therefore it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have incorporated this step into the combination of Bennett, 
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Bass, and Lee. It would have been desirable to do so as selection of link metrics in 
this manner would allow for decreased bandwidth requirements for key transport. 

As for claims 14, 16, 19, and 20, Bass teaches the portions of the claims not 
found in common with claim 1, namely reserving, from a first node, and or all 
intermediate nodes, portions of the transmitted secret bits at each intermediate node 
along the path between a first node and a second node, and transporting a key 
between the second node and the first node using the reserved portions of the secret 
bits, in response to a reservation message (col. 6 lines 45-65, col. 7 lines 43-55). 
Therefore it would have been obvious to one of ordinary skill in the art at the time of 
the invention to incorporate these features into the combination of Bennett and Lee. 
Motive to make this combination is found for example in Bennett, page 1 col. 1 where 
the desirability in using QKD in the secure distribution of random values in a network 
is discussed. 

As for claim 15, Bass teaches the features of the claim not taught by the 
combination of Bennett and Lee, namely transmitting secret bits between the plurality 
of nodes further by transmitting different secret bits between different pairs of nodes of 
the plurality of nodes (col. 6 lines 45-67). Therefore it would have been obvious to one 
of ordinary skill in the art at the time of the invention to incorporate these features into 
the system of Bennett and Lee. Motive to make this combination is found for example 
in Bennett, page 1 col. 1 where the desirability in using QKD in the secure distribution 
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of random values in a network is discussed. 

As for claim 17, Bass teaches the features of the claim not taught by the 
combination of Bennett and Lee, namely sending the reserved portions of the 
transmitted key symbols to the first node (col. 6, lines 63-66). Therefore it would have 
been obvious to one of ordinary skill in the art at the time of the invention to 
incorporate these features into the system of Bennett and Lee. Motive to make this 
combination is found for example in Bennett, page 1 col. 1 where the desirability in 
using QKD in the secure distribution of random values in a network is discussed. 

As for claim 18, Lee teaches the features of the claims not taught by Bennett and 
Bass, namely sending a reservation message from the first node to each intermediate 
node along the path. Therefore it would have been obvious to one of ordinary skill in 
the art at the time of the invention to incorporate this feature into the system of 
Bennett. It would have been desirable to do so as this would allow for selection of a 
transmission path through the network that reduces bandwidth requirements. 

As for claim 21 , Bass teaches the features of the claim not taught by the 
combination of Bennett and Lee, namely receiving, at the first node, a respective 
portion of the portions of the transmitted secret bits, logically combined with the key, 
from the second node. (col. 9 lines 55-67). Therefore it would have been obvious to 
one of ordinary skill in the art at the time of the invention to incorporate these features 
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into the system of Bennett and Lee. Motive to make this combination is found for 
example in Bennett, page 1 col. 1 where the desirability in using QKD in the secure 
distribution of random values in a network is discussed. 

As for claim 22, Bass teaches the features of the claims not taught by the 
combination of Bennett and Lee, namely determining, at the first node, the key using 
the respective portions of the transmitted secret bits received from the second node 
and each intermediate node (col. 6 lines 45-55). Therefore it would have been obvious 
to one of ordinary skill in the art at the time of the invention to incorporate these 
features into the system of Bennett and Lee. Motive to make this combination is found 
for, example in Bennett, page 1 col. 1 where the desirability in using QKD in the secure 
distribution of random values in a network is discussed. 

As for claim 23, the claim represents the computer program product embodied in 
a memory medium that when read out, causes a processor to carry out the method of 
claim 1. Therefore claim 23 is rejected on the same basis as is claim 1. 

As for claim 24, the claim is directed towards the apparatus that carries out the 
method of claims19 and 20. Therefore the claim is rejected on the same basis as are 
those claims. 



As for claims 25 and 26, Bass teaches the portions of the claims not found in 
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common with claim 1, namely reserving, from a first node, and or all intermediate 
nodes, portions of the transmitted secret bits at each intermediate node along the path 
between a first node and a second node in a network comprising a plurality of nodes, 
and transporting a key between the second node and the first node using the reserved 
portions of the secret bits (col. 6 lines 45-65, col. 7 lines 43-55). Therefore it would 
have been obvious to one of ordinary skill in the art at the time of the invention to 
incorporate these features into the system of Bennett and Lee. Motive to make this 
combination is found for example in Bennett, page 1 col. 1 where the desirability in 
using QKD in the secure distribution of random values in a network is discussed. 

As for claim 27, Bass teaches the features of the claim not found in common with 
claim 1, namely sharing a first block of data with a preceding neighboring node in the 
path, sharing a second block of data with a subsequent neighboring node in the path; 
logically combining the first and second block of bits to produce a result; receiving a 
message from the first endpoint; and sending the results to the first endpoint based on 
receipt of the message (col. 6 lines 45-65, col. 10 lines 45-60). Therefore it would 
have been obvious to one of ordinary skill in the art at the time of the invention to 
incorporate these features into the system of Bennett and Lee. Motive to make this 
combination is found for example in Bennett, page 1 col. 1 where the desirability in 
using QKD in the secure distribution of random values in a network is discussed. 



As for claims 28 and 32, Bass teaches the features of the claims not found in 
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common with claim 1, namely a relay node in a path between a first endpoint and a 
second endpoint in a network, comprising: transceiver configured to: share a first 
block of data with a preceding neighboring node in the path and share a second block 
of data with a subsequent neighboring node in the path; (fig. 2, col. 6 lines 45-65); 
processing logic configured to: logically combine the first and second block of bits to 
produce a result (recovery of a secret key) (fig. 2, item 41); and an interface 
configured to: receive a message from the first endpoint, and send the results to the 
first endpoint based on receipt of the message (fig. 1 item 25). Therefore it would have 
been obvious to one of ordinary skill in the art at the time of the invention to 
incorporate these features into the system of Bennett and Lee. Motive to make this 
combination is found for example in Bennett, page 1 col. 1 where the desirability in 
using QKD in the secure distribution of random values in a network is discussed. 

As for claim 29, Bass teaches the features of the claim not found in common with 
claim 1 , namely a method of transporting a secret key along a portion or a path 
between a first and a second endpoint in network system, comprising: sharing a first 
block of data with a neighboring node in the path between the first endpoint and the 
second cryptographic endpoint, (abstract, col. 6 lines 45-55), receiving a second block 
of data from the neighboring node, wherein the second block of data comprises a 
secret key logically combined with the first block of data; and logically combining the 
second block of data with the first block of data to recover the secret key (col. 6 lines 
45-67, col. 10, lines 45-60). Therefore it would have been obvious to one of ordinary 
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skill in the art at the time of the invention to incorporate these features into the system 
of Bennett and Lee. Motive to make this combination is found for example in Bennett, 
page 1 col. 1 where the desirability in using QKD in the secure distribution of random 
values in a network is discussed. 

As for claims 30, and 31, the combination of Bennett, Lee, and Bass does not 
explicitly teach the use of an "exclusive or" XOR to combine the secret key with the 
first block of data, or XOR-ing the second block of data with the first block of data to 
recover the secret key. However Official Notice may be taken that such steps of 
combining via "exclusive or" are old and well known in the art. Therefore it would have 
been obvious to one of ordinary skill in the art to incorporate this feature into the 
system of Bennett, Lee and Bass. It would have been desirable to do so as this would 
allow for rapid computation of encrypted and decrypted values. 

Conclusion 

6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paul E. Callahan whose telephone number is (571) 272- 
3869. The examiner can normally be reached on M-F from 9 to 5. 

If attempts to reach the examiner by telephone are unsuccessful, the Examiner's 
supervisor, Emmanuel Moise, can be reached on (571) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is: (571) 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



/Paul Callahan/ 
August 30, 2007 
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